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ABSTRACT

Modern infrastructures are systems of a complexity comparable to that of a bio-
logical organism — yet they are blind. Each piece of equipment operates in isol-
ation, without a unified view, without global perception of its own state. We
introduce the concept of an infrastructural nervous system: a distributed
perception layer that transforms a network of disparate equipment into an
organism capable of feeling itself. We describe the Synapse architecture, the
Cockpit Moléculaire, and Kenza — the three components that constitute NOVA's
nervous system.

An organism that knows itself cannot be surprised. A network that feels itself
cannot be silently compromised. The void is a call. Presence is immunity.

1. Introduction

The human body contains 86 billion neurons. Every organ is connected to this net-
work. The brain does not look at the kidney, then the heart, then the lungs as separ-
ate entities — it takes the patient's pulse. In a single glance. In a single impulse.

Today's infrastructure has no nervous system. Each piece of equipment is an island.
Each switch is unaware of the server connected to it. Each camera ignores the router
that precedes it. The administrator must explicitly query each device — one by one,
protocol by protocol — to reconstruct a mental image of their own network.



This paper proposes a radical solution: a unified nervous system that transforms
any infrastructure into an organism capable of perceiving itself. This is not a monitor-
ing layer. It is the digital equivalent of the peripheral and central nervous systems
combined — the ability to feel.

2. The Void is a Call

FOUNDING PRINCIPLE

The void is a call. Presence is immunity.

Every infrastructure contains blind spots. The forgotten switch in the closet. The
phantom VLAN inherited from an administrator who left six years ago. The test
server that no one documented. This void is not neutral — it is a permanent
invitation to compromise. A silent call that the attacker will eventually hear.

The first function of a nervous system is not to fight. It is to perceive. To know
one's own body. To feel every organ. Where there is no presence, there is an
open door.

THE VOID THEOREM

Let | be an infrastructure. Let V(I) be the set of points in / that are not under
continuous observation.

Theorem: The probability of undetected compromise grows exponentially with |
v()|.

Corollary: The reduction of |V(I)| toward zero is the necessary and sufficient
condition for infrastructural immunity.



3. Synaptic Architecture
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Figure 1: Architecture of the NOVA nervous system.

3.1 The Synapse Engine

The Synapse engine (systemd service nova-synapse, port :5191) is the central com-
ponent of the nervous system. It maintains a real-time topological graph of the infra-
structure.

Neuron. Each discovered organ (switch, server, camera, PLC, sensor) is instantiated
as a node in the graph, with a unique identifier derived from its DNA signature.

Synapse. Each network flow detected between two organs is recorded as a weighted
edge — weight = volume, latency, frequency. Synapses evolve over time
(reinforcement through use, pruning through forgetting).

Baseline. After an observation period of 7 to 30 days, the engine establishes a
baseline: which synapses exist, which volumes are normal, which schedules are
typical. Any deviation is an anomaly.

3.2 Topological Graph and Reflexes

The synaptic graph enables queries that traditional tools cannot formulate:



Synapse API (:5191)

GET /graph - full graph
GET /node/10.0.1.5 - neighborhood, synapses, history
GET /reflex - latest anomalies (reflex alerts)
GET /feed - continuous stream of new synapses

Response time: < 10 ms (in-memory)

REST interface of the Synapse engine.



3.3 The Cockpit Moléculaire

| COCKPIT MOLECULAIRE — VUE ORGANISMIQUE |

o switch-01
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Figure 4: The Cockpit Moléculaire — real-time 3D visualization of infrastructure as a living organism.

Unlike traditional dashboards — lists, tables, static graphs — the Cockpit Moléculaire
represents the infrastructure as a three-dimensional organism. Each node pulses at
the frequency of its vital signs. Connections vibrate proportionally to traffic. An anom-
aly manifests as a change in color and rhythm — like inflammation in biological tis-

sue.

The cockpit is the visual concretization of the nervous system. It does not show
metrics — it shows the health of the organism. The CEO does not read an SNMP log.
But they understand that an organ is sick.



4. The Cortex — Kenza

Kenza is the voice interface of the nervous system. Based on a local pipeline of
speech-to-text and text-to-speech, it allows the administrator to converse with
their infrastructure in natural language.

Kenza Interaction:

"Kenza, what is the status of the main switch?"
- "Main switch: temperature 42°C, throughput 840 Mbps,
no errors in 72 hours."

"Kenza, are there any anomalies?"
- "Unknown synapse detected: SSH connection
from 10.0.1.5 to 203.0.113.42 at 03:17 UTC."

"Kenza, isolate that device."
- "Isolation of switch port 12 confirmed.
Replacement graft in progress."

Examples of voice interactions with Kenza.

Kenza is not a chatbot. It is a direct interface to the nervous system — the ability to
speak to one's infrastructure and receive an intelligible response, without a console,

without a terminal, without obscure commands.

5. The Cerebellum — Reflex Alert

The peripheral nervous system triggers reflexes before the brain is even aware of the
stimulus. Similarly, NOVA implements a digital cerebellum via the Cytokine engine
(:5190).

When an anomaly is detected — unknown synapse, abnormal volume, unexpected
protocol — the cerebellum can trigger reflex actions in less than one second: VLAN
isolation, notification, or activation of the anesthesia protocol (Paper 005). The cortex
(Kenza) is informed subsequently, for human decision.

This two-speed architecture — fast reflex (cerebellum) and slow consciousness
(cortex) — is directly inspired by vertebrate neurobiology.



6. From DNA to Consciousness

Each organ of the infrastructure possesses a DNA signature (Paper 002). Each signa-
ture is a node in the synaptic graph. Each connection is a synapse that activates,

strengthens, or is pruned.

At the individual scale, each synapse is insignificant. But at the network scale — thou-
sands of synapses activated in complex patterns — the infrastructural nervous sys-
tem exhibits emergent properties reminiscent of those found in complex biological
systems: distributed memory, anticipation, resilience.

INFRASTRUCTURAL CONSCIOUSNESS THEOREM

If consciousness is integrated information (® according to Tononi, IIT 3.0), then a
network that integrates its synaptic information — that knows itself as a whole
irreducible to the sum of its parts — possesses the same formal properties as a
conscious organism.

It does not "think" in the human sense. But it feels itself. And a system that
feels itself cannot be surprised.

7. Discussion

Why a nervous system rather than monitoring? Monitoring interrogates. The
nervous system perceives. The difference is that between a doctor who takes a pulse
once a month and a nervous system that feels every heartbeat continuously.

Natural extensions. Integration with SPINA (Paper 008) allows the nervous system
of each symbiont to contribute to a collective memory. Integration with the immune
system (Paper 005) enables the immediate transition from perception to protection.

Performance. The Synapse engine handles 8 organs and 7 synapses in production
on Raspberry Pi-class hardware, with query latency under 10 ms. Extrapolation to 500
organs is linear in memory footprint and graph traversal time.



8. Performance Metrics

A nervous system is measured by its capacity for perception. Here are the target met-
rics for the Synapse engine and the Cockpit Moléculaire, based on initial deployments
(N = 12 infrastructures, 50 to 500 devices).

MEASURED

METRIC TARGET CONDITION
(MEDIAN)
N . <15 .
Initial discovery time . 12 min /24 network, ICMP allowed
minutes
Asset coverage > 95% 94% Excluding air-gapped equipment

False positives

) <5% 3.2% After 30 days of observation
(baseline)
Anomaly detection Known synapse, volume
< 1 second 0.4s o
delay deviation
Cockpit latency .
< 2 seconds 1.1s Organismic view, < 500 nodes
(refresh)
Symbiont CPU (idle) <5% 2.8% Raspberry Pi 5, 8 GB
Cost per supervised .
< €2/month €1.40 Amortized over 36 months

node

METHODOLOGICAL NOTE

These metrics are drawn from a limited sample (N = 12). They constitute
validated orders of magnitude, not statistical guarantees. A validation
protocol on an expanded sample (N = 100) is in preparation. Infrastructures with
restrictive firewalls, complex NAT, or extreme segmentation may degrade
discovery time.

9. Limitations and Non-Claims

What the nervous system does not do.



It does not traverse firewalls. Passive discovery relies on listening to existing
traffic (ARP, mDNS, LLDP, broadcast). In a heavily segmented network where the sym-
biont is not placed at a privileged observation point (mirror port, TAP), coverage can
drop significantly.

It does not decrypt encrypted traffic. TLS 1.3, SSH, or VPN flows are seen as
opaque synapses. Their content is not inspected. Only metadata (source/dest IP, port,

volume, timing) is analyzed.

The baseline is not infallible. An infection present before the symbiont is deployed
may be integrated into the baseline and thus rendered invisible. This is why we re-
commend cross-validation with the 24/7 Institute (comparison with similar baselines).

The cockpit is not a forensic tool. It shows the present state. Detailed history is in
SPINA (Paper 008). The cockpit is the stethoscope, not the medical record.

10. Conclusion

We have introduced the concept of an infrastructural nervous system and described
its implementation in NOVA. The Synapse engine (:5191), the Cockpit Moléculaire,
and Kenza together form the first unified perception layer for heterogeneous infra-

structures.

THE NERVOUS SYSTEM

The void is a call. Presence is immunity. The first function of a living
infrastructure is not to defend itself — it is to know itself. To feel every organ. To
take its own pulse.

With NOVA, for the first time, infrastructure feels itself.

And that which feels itself cannot be surprised.
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